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Genetic algorithms and mathematical programming
to crack the spanish strip cipher

F.A. Campos, A. Gascon, J.M. Latorre, J. R. Soler

Abstract— This article describes the application of modern algorithms to crack
the official encryption method of the Spanish Civil War: the Strip Cipher. It
shows the differences in efficiency and effectiveness between a genetic algorithm
and mathematical programming, the optimisation methods known collectively as
mathematical optimisation. Unlike the genetic algorithm, the programming
approach has been seen to lead to high computational costs or to non-legible plain
texts, which make it impractical. To improve the search for the genetic operators
used, a dictionary is applied to identify possible words in each partially decrypted
text and, thus, unblock the process. Results and conclusions have been obtained
by analysing the outcome of the algorithms when attacking real ciphertexts found
in the General Archive of the Spanish Civil War in Spain. Both the mathematical
programming and the genetic algorithm approaches have merit, but the latter has
considerable practical advantages.

Index Terms— genetic algorithms, mathematical programming, poly-alphabetic
substitution cipher, Spanish Civil War, Strip Cipher

Due to copyright restriction we cannot distribute this content on the web. However,
clicking on the next link, authors will be able to distribute to you the full version of the
paper:
Request full paper to the authors

If you institution has a electronic subscription to Cryptologia, you can download the
paper from the journal website:
Access to the Journal website

Citation:
Campos, F.A.; Gascon, A.; Latorre, J.M.; Soler, J. R.;  "Genetic algorithms and
mathematical programming to crack the spanish strip cipher", Cryptologia, vol.37,
no.1, pp.51-68. January, 2013.

http://www.iit.upcomillas.es/publicaciones/mostrar_publicacion_revista.php.en?id=673
http://dx.doi.org/10.1080/01611194.2012.660235

